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1

Defining the Issues

Dr Philippa Trevorrow, Dr Steve Wright,
Professor David Webb and Dr Edward Halpin

The purpose of this book is to explore key emergent information technology
developments for managing conflict, waging war and creating dysfunction
within modern societies which are dependent on continuous information
flows. It considers how the challenge is being addressed and assesses the
longer-term implications and risks of these new approaches to conflict
management and control. It is essentially composed of four substantive
parts. Part I seeks to define the issues. Part II explores the implications of the
problem and Part III presents some different (non-western) country
perspectives. Finally, Part IV questions what is being done and must be
done if we are to avoid being overwhelmed by competing and contradictory
paradigms. The conclusion takes a tentative glimpse at innovations on the
horizon and the social and political implications and ramifications.

Cyberwar, Information Warfare (IW), Netwar and the Revolution in Military
Affairs (RMA) are terms that have been widely used by military observers for
over a decade. In the early 1990s, in the immediate past-Cold War World,
researchers such as Ronfeldt and Arquilla’ who worked for the Rand
Corporation, gave an account of what they saw as a new ‘high-tech’ model
of warfare. The theory created by them had already gained credibility within
the US military establishment by 1995,% though recent writers have claimed
that the theoretical arguments are flawed and incomplete.>* Much of the
early discussion was either devoted to the threat to society posed by free-
lance hackers, or investigated broader theoretical possibilities. Similarly, the
debate on the RMA was essentially a speculation in futuristic possibilities
which did not yet have a public budget line attached. All that has now
changed.

Whilst the attacks of September 11 2001 have been identified as the key
events in transforming individual state perspectives on these matters, such a
view is largely an exaggeration. A great many other factors have also
changed the military paradigms associated with the Cold War. Modern
weapons are increasingly being seen as systems where the warheads and

3
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delivery mechanisms are just one component — the muscle deployed by a
sophisticated and intelligent cybernetic nervous system. Real-time target
acquisition data are handled through complex networks of communication,
command and control systems (C3I), and war fighters recognise that it is
becoming more effective to attack these information systems directly. The
manner in which an efficient and effective attack can be launched on a tele-
communications infrastructure may require different strategies and employ
different weapons - including ones that fire electrons rather than hot pre-
fragmented metal and explosives. The fact that modern societies, and their
accompanying militaries, are increasingly dependent on an information
infrastructure has inevitably led to a deepening analysis of what is appro-
priate in exploring future threats, vulnerabilities and opportunities. As a
former US Air Force Chief of Staff succinctly put it: ‘dominating the
information spectrum is as critical to conflict now as occupying the land or
controlling the air has been in the past.”*

An additional factor is the extent to which a new military ideology of
‘non-lethal weaponry and tactics’ has begun to permeate military thinking,
so that it became a formal North Atlantic Treaty Organization (NATO)
commitment in 1998. Such so-called ‘soft kill’ approaches are always backed
up with lethal force but the ideology is persuasive: why not take cities intact
instead of pulverizing them into expensive rebuilding sites? So, the develop-
ment of strategies and technologies which can incapacitate other technologies
form an integral part of such thinking. Whilst September 11 has accelerated
the pace of such logic, ‘homeland security models’ have also increased the
pace of dedicating budget lines to specific procurement plans to fulfil what
the US is now referring to as ‘full spectrum dominance’.

This paradigm shift has set new levels to US military thinking and budgets
on the ‘information battle-space’. IW is no longer seen as an amateur
Sunday league adventure in hack activism, but a highly legitimate premier
division activity of the world’s most dominant militaries with logistics and
new directed energy weapons to match. Indeed, superficially it is hard to
distinguish ideas from science fiction from today’s interactive war game
entertainment but there are significant differences.

Martin Bayer’s exploration of ‘Virtual Violence and Real War’ finds that,
despite the outstanding audio-visual effects of modern computer war games,
they are by no means either realistic or authentic. This is contrary to a media
propensity to present stories of the effective use of war games for the simula-
tion of, and preparation for, actual battle. Virtual soldiers can carry huge
amounts of Kkit, restocking and recovery is only a button push away and
their simulated precision weapons always hit their targets. In reality,
soldiers do not have the certainty of ‘bullseye warfare’ and they sit around
much of the time or are engaged in repetitive, mundane tasks. These enter-
taining toys can lead to misconceptions of military activity which do not
carry from the play station to the battlefield. New units are not easily



Dr Philippa Trevorrow etal. 5

repaired and soldiers are legally obliged to take care of civilians, not blast
prisoners of war (PoWs) or refugees at every opportunity. In the future, the
key military targets will not be personnel, but the electronic nervous system
used to coordinate and control their behaviour - including computer networks
and the Internet. Clearly, the international community needs to be prepared
to meet more professional threats to the infrastructure of the Internet, indi-
vidual networks, servers and so on. The question then arises as to who the
key players are in the arena of electronic conflict.

Gian Piero Siroli answers this question with a perceptive introduction to
IW. The dependency on information infrastructures is emphasized with the
targeting of information systems and telecommunication networks becoming
an important element in the defence policies of many countries. Siroli sees
the exploitation of advanced IT by the military as an important driver in the
quest for new warfighting techniques. For Siroli, ‘information warfare is the
set of activities intended to deny, corrupt or destroy an adversary’s informa-
tion resources including both offensive and defensive operations’.

The second substantive part of the book examines the implications of the
problem of the ubiquitous dependency on information technology and the
various vulnerabilities and raises many value-laden issues.

Jari Rantapelkonen cautions us about the presentation of ‘Virtuous Virtual
War’. The war against terrorism is not an issue of territory, he argues; rather,
it is a media creation in which virtual world technology is bestowed with a
virtuous or ethical dimension. It is no coincidence that in 2001 the Rendon
group was hired by the Pentagon to create a positive image of new forms of
warfare. Virtuous war is equated with virtual war as presented on computer
networks — essentially a Military Industrial Media Entertainment (MIME)
approach which disarranges reality. ‘Information bombs’ do not simply
destroy capacity; they can also wipe out social memories, relations and
international communities. Within the RMA are advanced information
networks which can misinform as well as inform, large numbers of people
and can facilitate the rapid dissemination of myths and rumours which
cannot be verified. The literal 24/7 coverage of the Iraq War blurred the
boundaries between reality and fiction. Rather than providing useful
information and analysis which can be applied to establish verisimilitude,
repetition can be used to reinforce one particular set of perceptions.

Peter G. Neumann in his chapter on the ‘Risks of Computer-Related Tech-
nology’ draws our attention to the fact that almost everything we do nowa-
days is dependent on computer technology. How should we deal with this?
We need reliable, secure, highly available systems. What we have in fact are
networks which are highly vulnerable and have many weak links. The
Internet, he reasons, is a source of tremendous benefit and yields increasing
opportunities for third world development, world wide commerce, education,
and information flow. And yet it can offer very little resistance to coordinated
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attacks since little effort has been spent on making its architecture robust.
Other threats to future availability and integrity include the desire of many
governments to control and regulate the Web, corporations to profit from it
and a general lack of management to smooth out glitches and thwart spam
and the multiplicity of pornographers, swindlers, identity thieves and
snoopers who increasingly inhabit cyberspace. For Neumann, the challenge
is how to retain the rich opportunities offered by the Internet, whilst
restraining its risks, hazards and failures.

Neumann offers us examples of computer-based failures in defence, space,
aviation, environment, telecommunications, transportation, medical
systems, elections, security, privacy and law enforcement, to name but a
few. If we recognise that these risks are an inherent part of new systems
then we might be able to build robust systems, deal with our dependencies
and prevent system failure. This could become critical when algorithmic
and identity recognition systems give us access to many of the goods and
services we take for granted. So far, research on robust systems has been
ignored in favour of market-driven developments. This lack of vision will
become critical as our defence postures are underpinned by their increasing
reliance on vulnerable ICT systems.

However, despite failures, and financial and technological setbacks, many
US defence programmes are continuing apace.

Dave Webb takes a look at ‘Missile Defence’ and asks whether this system is
merely a by-product of the ‘first steps towards war in space?’ Webb also takes
note of the increasing reliance of the military on space-based systems and
examines the vulnerability of these systems to attack. It is this vulnerability
that leads to the desire of the US Space Command to control space and posi-
tion itself so that it can deny access of space to others when it deems neces-
sary. The accelerating US investment in military space technology generally,
and anti-satellite systems in particular, are indicators of this aspect of RMA,
although, as Webb points out, the increase in traffic may be too demanding
on the available bandwidth and it may not be possible to accomplish every-
thing desired to make such plans work. Furthermore, all space-based satellite
systems, as well as being costly, remain vulnerable to attack from anti-satellite
systems. However, that has not stopped the USA from cultivating cooperation
with the UK, Denmark, Greenland and Alaska, Poland, the Czech Republic,
Hungary, Romania, Bulgaria, Australia, Russia and Japan. The promise of
research and development (R&D) contracts have provided powerful incen-
tives and only Canada has pulled away from involvement.

Stefan Fritsch develops the consequences of this idea further by identifying
‘Information and Communication Technologies as a Source of Turbulence’.
He uses three theoretical approaches based on IR/IPE (International Rela-
tions/International Political Economy) theory, namely: (i) realism/neore-
alism; (ii) interdependent globalism; and (iii) constructivism, to model the
power of modern Information and Communication Technologies (ICTs) to
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narrow the sovereign political action of most states. Consequently, many
nations have lost powers and shed responsibilities to a range of new actors,
including multinational companies, nongovernmental organizations (NGOs)
and so on. In many senses, the technology is transforming social reality whilst
still being dependent on wider social contexts. Fritsch ends with a series of
questions about whether or not such techno-processes are deterministic. These
kinds of considerations taxed many of the authors in their examination of
what pragmatic measures can be taken to manage some of the more negative
consequences of modern security becoming ever dependent on bandwidth.

Bruce D. Larkin further explores the consequences of being reliant on an
extremely high-tech Global Command and Control System (GCCS) for the
launch of nuclear weapons. Although we are asked to believe that such
systems are highly protected, impenetrable and foolproof, Larkin points out
that other sophisticated US surveillance and communications systems have
failed when tested in battle. He cites US aircraft attacking US units working
with the Kurds during the last Iraq war. In exploring the prerequisites of the
ideal security arrangements for a GCCS, Larkin concludes that cost will be
one of the biggest inhibitors in actually meeting the technological require-
ments to make any such system failsafe.

Geoffrey Darnton explores the international legal restraints on ambitions
to dominate the global information spaces. Darnton finds that although IW
is covered by the laws of war in parts, this treatment is comparatively under-
developed. How can existing international law be applied to situations and
practices that were not even envisioned at the time when treaties, conventions
and protocol agreements were being drawn up? Darnton identifies specific
treaties that lend themselves to reinterpretation in the light of advances in
the role and function of ICTs, but he also identifies many of these as second-
order consequences. For example, the development of longer, thinner
supply chains and communication lines are more vulnerable than the less
efficient but more robust systems that they replace. The breaching of these
chains of supply would create serious disruption and potential civil disorder.
Darnton concludes that clear improvements are required to provide a proper
international framework covering IW but asks, ‘Who would enforce it?’

Part III examines differing country perspectives. Whilst much of this book is
concerned with the increasingly imperial US perspective of dominating the
‘information battle space’, it is not surprising that other members of the UN
Security Council do not share this supremacist approach and are evolving
their own plans along similar lines.

Fanourios Pantelogiannis further explores the situation from the point of
view of the Russian Federation. Whilst Soviet thinkers were the first to postulate
and analyse the implications of the ongoing RMA, Russia is now a power in
decline and their defeat in Afghanistan led to a reappraisal of the country’s
military priorities. In this case firepower alone proved to be insufficient,
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and it became more important to invest in command, communication
computer infrastructure, surveillance, reconnaissance and electronic warfare.
With a sense of being left behind, the former Soviet military commanders
looked at new weapons technologies and compared these advances with
Russian military hardware, which was rapidly becoming outdated.

Russia is under no illusion that refinancing their information infrastruc-
ture, satellites, and so on, is vital if they are not to be left behind. Yet much
of Russia’s current capacity is old fashioned and decreasing — which impacts
on every area of strategic intelligence, including real time communications,
early warning and so on. Some of Russia’s drive towards refinancing their
military telecommunications infrastructure has come from missile and
nuclear technology exports although this proliferation to other vying
powers (such as China, Iran, Indonesia and India) has not met well with the
US who sees it as destabilising.

Russia has also recognised the growing importance of IW as a means to not
only enhance the political and psychological impact of its operations but also
as a way of increasing the effectiveness and precision of all its available
weapons systems. Not all Russian military commanders share these new
views. Whether the Russian RMA can be sustained will in part depend upon
the availability of adequate funding, as well as the extent to which institu-
tional resistance to reform inside the services can be effectively maintained.

Chris Wu considers the historical development and current priorities of
China as it prepares for IW. He describes the new methodologies and systems
being developed by the Chinese for waging IW - new advances in radar,
satellites and computer systems are being augmented by the development of
hard weapons such as killer satellites, electric guns and cruise missiles. Wu also
points out the difficulties and disadvantages that China faces in the race to
keep up with IW techniques. Lack of training, experience, resources and
facilities has meant that China has lagged behind the USA. Indeed, China
has, in the past, relied heavily on the results of US experience and products
to develop their own systems. Wu notes that this reliance has contributed to
the vulnerability of Chinese systems which have little in-built protection
against hostile attack. Finally, he outlines a possible scenario of IW tactics
that could be deployed by Beijing against Taiwan in which he illustrates a
severe disparity in the balance of forces between the two. He poses the question
‘How can this disparity be reduced in order to safeguard the security of
Taiwan?’ and makes two suggestions involving the strengthening of the
Taiwanese systems and more direct collaboration with US systems (including
anti-satellite systems) to enable them to participate fully in IW at all levels.

The final section of this book deals with the practical challenge of ‘what is
being or must be done’ to manage our individual and collective vulnera-
bility to the threats and opportunities of modern information driven state
security systems?
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Mike Moore also addresses this autonomous, unaccountable drive towards
high-tech dominance as ‘A Bridge too Far?’ He revisits some of the precision
‘bullseye’ warfare themes introduced by other contributors and the move by
the USA to be the only imperial space power. The roots of this thinking were
already evident in the 1950s - but not the satellite technology. Now US
military superiority is increasingly turning towards a dogged unilateralism
and bilateral arm twisting. R&D contract seduction, identified by other authors
in relation to missile defence, is being paralleled by policy laundering in the
name of the ‘war against terror’. Moore poses the question: ‘If one state
becomes so powerful globally, how do other states retain full national sover-
eignty?’ This is essentially the running theme of this book. In a time of
terror, security debates become increasingly polarized into puerile debates —
are you for or against us? Such simplifications engender a climate where
technology can be presented as offering something concrete to protect us
from a growing international turbulence and sense of decreasing security. If
this is a ‘bridge too far’ then the fact that it is happening against an
Orwellian backcloth of permanent war should set alarm bells ringing for the
fate of every hard-won limit on the excesses of war and state power which
protect us from barbarism. What then should happen next?

Massimo Mauro of the European Commission (EC) looks at the informal
cooperation taking place between the European member states and ten
Asian countries to further clarify and assess future threats arising from cyber
terrorism. In 2002 cyber security was seen as a key priority by ASEM (Asia—
Europe Meeting) — the process designed to collectively address these issues,
including measures to protect critical information infrastructure and to
maintain the balance between the needs of national security and law
enforcement with those of the business community which depend on
privacy and confidentiality. So far, cyber attacks seem to originate from: so-
called ‘script kiddies’, the lowest form of hacker doing mischief with
programmes; financial criminals who penetrate economic systems by
stealth, hoping for financial benefits (many of whom are insiders); and
political opponents who attack a specific country or organization’s website
to deny access or use. Nevertheless, Mauro argues that the international
community needs to be prepared to meet more professional threats to the
Internet infrastructure, individual networks, servers and so on. But the ques-
tion remains as to who the principal enemy is and what mechanisms are
being evolved to rank other national spending priorities accordingly?

Gus Hosein identifies a growing trend for such priorities to be heavily
influenced by agenda-setting procedures external to most states. What results
is ‘Policy Laundering and other Policy Dynamics’. By this Hosein means
that policy makers use other jurisdictions to further to their goals. The
tactics also include modelling — whereby governments shape laws based on
laws in other jurisdictions — and forum shifting — where actors pursue
inter-governmental organizations (IGO) rules that suit their interests, then
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shift to other IGOs when challenges or opposition arises. Hosein sees the
emergence of new policy dynamics when national consultative processes
either disappear or are severely weakened, with important policy decisions
taking place outside traditional democratic institutions. In such contexts,
policies are shaped by foreign interests and processes. He provides substantive
sections on the CoE convention on cyber crime and the G8 negotiations on
high-tech crime. He warns that inter-governmental activities must be paid
greater attention since those groups with sway and influence, including
external state representatives, are sitting at negotiating tables with unprece-
dented national powers with the facility to make decisions which are
shielded from any parliamentary or democratic process.

The Conclusion by the editors addresses some of the issues for civil society
of planned military procurement of information-targeting weapons and
systems in the immediate future. The capacity for global telecommunica-
tions interception, achieved by the US-dominated Echelon network of
worldwide listening posts capable of listening in to all phone, fax and e-mail
correspondence, has already caused widespread fears for the future of demo-
cracy as we understand it. Already, the national guarantees embodied with
various EC member states, in regard to privacy for example, are transcended
by Echelon’s ability to absorb all entries on the telecommunications
highway without as much as a warrant or a ‘by your leave’. The European
Parliament and Commission has already recognised that such a facility has
tremendous implications for the fairness of international economic negotia-
tions, not to mention the manipulation of political discourse which might
pre-date any future war and how it is fought.

Because the ‘war against terror’ is being fought on the basis of intelli-
gence by individuals which can not be checked, the line between informa-
tion and intelligence is blurred and we begin to experience the start of
unaccountable policing. Statewatch in London has been pre-eminent in
addressing the extent to which this is already happening. We have seen
how IW is still based on the quality of ‘information extraction’. Events in
Abu Ghraib, Guantanamo and elsewhere have revealed a new willingness
to trawl a wider mass of people for potential associates and to torture those
incarcerated in the hope of generating further information sources. Some
of the commercial telecommunications monitoring systems already on the
market such as ‘Watson and Holmes’ (a telecommunications monitoring
system) automatically generate arrest lists from telephone contact chains.
It is not hard to see how spurious justifications of association could be
generated by telephone tree records to implement extremely repressive
actions against specific communities or activists who dissent from the
status quo.

Now that both outsourcing of torture and extrajudicial killings are being
justified by the war on terror, it is only a stitch away for high-tech digital
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weapons to become personally targeted onto other digital media held by
future suspects, including computers and mobile phones.

The RMA encompasses capabilities yielded by advances in nanotech-
nology. The book ends with some consideration of how such technology
could potentially master us unless adequate checks and balances are put in
place to avoid any prejudiced future targeting decisions being made by
advanced weaponry on autonomous, algorithmic, self-deciding modes.

Acknowledgements to a Leeds Met student, Professor David Webb and
Dr Philippa Trevorrow for the translation of Chris Wu’s chapter.
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